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Halsnead Primary School Online Safety Policy
Belong • Achieve • Thrive
SHINE: Safe • Healthy • Independent • Nurturing • Engaged

1. Statement of Intent
At Halsnead Primary School, we are committed to providing a safe, inclusive and inspiring learning environment where every child can Belong, Achieve and Thrive.
The use of technology plays a vital role in education and offers many opportunities for learning, creativity and communication. We recognise that technology also presents potential risks. Therefore, we are committed to teaching children how to use technology safely, responsibly and respectfully.
Our online safety approach is built around our SHINE curriculum values:
Safe
Children understand how to stay safe online and know how to report concerns.
Healthy
Children develop healthy habits when using technology and understand the importance of balancing screen time with physical activity, sleep and social interaction.
Independent
Children learn to make informed decisions online, critically evaluate information and take responsibility for their digital behaviour.
Nurturing
Children treat others with kindness and respect online and understand the importance of positive digital relationships.
Engaged
Children use technology confidently to enhance learning, creativity and communication.

2. Aims
This policy aims to:
· Safeguard and protect all members of the school community online.
· Promote safe and responsible use of technology.
· Ensure online safety is embedded throughout the curriculum.
· Support pupils to become responsible digital citizens.
· Protect pupils from harmful online content, contact and conduct.
· Ensure all staff understand their safeguarding responsibilities regarding online safety.
· Work in partnership with parents and carers to support safe technology use.

3. Scope
This policy applies to:
· Pupils
· Staff
· Governors
· Volunteers
· Visitors
· Contractors
The policy applies whenever technology is used:
· In school
· On educational visits
· During remote learning
· At home when using school systems or platforms

4. Legal Framework
This policy should be read alongside:
· Keeping Children Safe in Education (KCSIE)
· Working Together to Safeguard Children
· The Prevent Duty
· Data Protection Policy
· Acceptable Use Agreements
· Behaviour Policy
· Anti-Bullying Policy
· Mobile Phone and Camera Policy
· Safeguarding and Child Protection Policy

5. Roles and Responsibilities
Governing Board
Governors will:
· Ensure appropriate online safety policies and procedures are in place.
· Monitor the effectiveness of online safety arrangements.
· Ensure filtering and monitoring systems are effective and regularly reviewed.
Head of School
The Head of School will:
· Ensure the policy is implemented consistently.
· Ensure staff receive appropriate training.
· Monitor online safety incidents and trends.
Designated Safeguarding Lead (DSL)
The DSL will:
· Lead on online safety safeguarding matters.
· Manage online safety concerns and referrals.
· Liaise with external agencies where required.
· Monitor and analyse online safety incidents.



Staff
All staff will:
· Promote safe and responsible technology use.
· Teach online safety through the curriculum.
· Follow safeguarding procedures when online concerns arise.
· Challenge inappropriate behaviour immediately.
· Record concerns on CPOMS.
Pupils
Pupils will:
· Follow the school's acceptable use rules.
· Report concerns to a trusted adult.
· Respect others when online.
· Keep personal information private.

6. Online Safety Education
Online safety is taught throughout the curriculum and is reinforced through:
· Computing lessons
· PSHE lessons
· Assemblies
· SHINE curriculum activities
· Safer Internet Day
· Circle Time
· Class discussions
· Parent workshops



Children are taught to be:
Safe
· Keep personal information private.
· Recognise unsafe situations online.
· Know how to report concerns.
Healthy
· Understand healthy screen habits.
· Manage online wellbeing.
· Recognise the impact of technology on mental health.
Independent
· Evaluate online information critically.
· Understand misinformation and fake news.
· Make safe choices online.
Nurturing
· Communicate respectfully online.
· Understand cyberbullying.
· Show empathy towards others.
Engaged
· Use technology creatively and responsibly.
· Participate positively in online learning communities.

7. Managing Online Risks
The school recognises online risks including:
Content Risks
Exposure to:
· Inappropriate websites
· Harmful content
· Extremist material
· Violent content
· Misinformation and disinformation
Contact Risks
· Online grooming
· Exploitation
· Unsafe communication
· Contact from strangers
Conduct Risks
· Cyberbullying
· Harassment
· Sharing inappropriate content
· Peer-on-peer abuse
· Harmful online behaviour
Commercial Risks
· Scams
· Fraud
· In-app purchases
· Gambling-related content

8. Artificial Intelligence (AI)
The school recognises that emerging technologies such as Artificial Intelligence present both opportunities and risks.
Pupils will be taught:
· How AI tools work in age-appropriate ways.
· To critically evaluate AI-generated information.
· Not to share personal data with AI platforms.
· To report any AI-generated content that causes concern.
Staff will ensure AI tools used within school are age-appropriate, secure and compliant with data protection requirements.

9. Cyberbullying
Cyberbullying is a form of bullying and will be addressed in line with the school's Anti-Bullying Policy.
Examples include:
· Sending unkind messages.
· Excluding others from online groups.
· Sharing images without consent.
· Impersonating another person online.
· Posting harmful or embarrassing content.


Children are encouraged to:
· Save evidence.
· Block users.
· Report concerns to a trusted adult immediately.

10. Filtering and Monitoring
The school has appropriate filtering and monitoring systems in place to:
· Protect pupils from harmful content.
· Support safeguarding responsibilities.
· Identify potential risks.
Filtering and monitoring systems will be regularly reviewed to ensure they remain effective and proportionate.
The school recognises that filtering systems should not unnecessarily restrict learning opportunities and educational access.

11. Mobile Devices and Personal Technology
Children must not use personal mobile devices during the school day unless agreed with school leaders.
Staff, volunteers and visitors must adhere to the school's:
· Mobile Phone Policy
· Camera Policy
· Acceptable Use Agreements
In accordance with Halsnead Primary School safeguarding procedures, personal devices must not be used to photograph or record children.






12. Reporting Concerns
Any member of the school community who has concerns regarding online safety should report them immediately.
Concerns may include:
· Cyberbullying
· Inappropriate communication
· Online exploitation
· Harmful content
· Suspicious online activity
Staff must:
· Reassure the child.
· Record concerns on CPOMS.
· Inform the DSL immediately where safeguarding concerns exist.
· Preserve evidence where possible.

13. Working with Parents and Carers
We recognise that parents are key partners in promoting online safety.
We will:
· Provide advice and guidance.
· Share online safety updates.
· Offer information sessions where appropriate.
· Signpost families to trusted online safety resources.
Parents are encouraged to:
· Monitor online activity.
· Discuss online safety regularly.
· Set appropriate parental controls.
· Report concerns to school promptly.


14. Monitoring and Review
The Senior Leadership Team and Governors will review this policy annually.
Monitoring will include:
· Online safety incidents.
· Filtering and monitoring reports.
· Pupil voice.
· Parent feedback.
· Safeguarding trends.
The effectiveness of the policy will be evaluated regularly to ensure that Halsnead Primary School continues to provide a safe and nurturing digital environment where all children can Belong, Achieve and Thrive through SHINE.

Vision Statement
At Halsnead Primary School, we believe every child has the right to learn, explore and connect safely online. Through our SHINE values of being Safe, Healthy, Independent, Nurturing and Engaged, we equip children with the knowledge, skills and character needed to become responsible digital citizens who belong, achieve and thrive in an increasingly connected world.
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